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FIDO Hardware Tokens

> (2nd) Authentication Factor
» FIDO core crypto primitive is ECDSA:
Elliptic Curve Digital Signature Algorithm

» Generate ECDSA key-pairs
> ECDSA Sign challenges

» Protect the ECDSA private keys

— Secure Element

credits Yubico
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A Side Journey To Titan

> In 2021 NinjaLab published A Side Journey to Titan (Usenix Security’21)
SCA vulnerability in NXP'P5x security MCU ECC cryptolib.
—Side-Channel Key-Recovery Attack on ECDSA
—Clone FIDO token Google Titan Security Key

» NXP’P5x security microcontrollers are already old devices (last CC certification in 2015)
—Most common security microcontrollers in FIDO Tokens are Infineon SLE78.
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Infineon SLE 78

The SLE 78 USB is a cache-based pure 16-bit security controller family
designed fo meet all secure USB token design requirements. Its outstanding
digital security concept Integrity Guard offers comprehensive error detec-
tion, a self-checking dual CPU and a fully encrypted data path including
encrypted calculation in the CPU. It enables certification levels up fo Com-
mon Criteria EAL6+ (high) and EMVCo. '

secure element NXP A7005 NFC Antenna

microcontroller NXP LPC 11U24

Yubikey 5Ci (SLE 78) Google Titan Key (NXP A7005)

]https://www.infineon.com/cms/en/product/security—smart—card—solutions/

security-controllers-for-usb-tokens/sle-78clufx5000ph/
EUCLEAK / T. Roche - NinjalLab 7/ 55
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FEITIAN A22 Open JavaCard

JavaCOS A22 dual interface Java card - 150K

Figure: FEITIAN A22 - Screenshot from SmartCard Focus
» Develop and push our own JavaCard applet
—ECDSA Signature & Verification
» certified EAL5+ under Common Criteria in 20182
> Infineon asymmetric crypto lib version 1.02.013

2https ://www.commoncriteriaportal.org/files/epfiles/SERTIT-091CRFeitianv1.0.pdf
EUCLEAK / T. Roche - NinjalLab 8/ 55
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FEITIAN A22 — EM Acquisitions
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FEITIAN A22 — ECDSA Command - EM Radiatfions
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ECDSA Signature Scheme

> Elliptic Curve E over Fy, (base point Gy ), order is N)
> Inputs: secret key d, the input message to sigh h = H(m)

» randomly generate a nonce k in Z/NZ
> compute &,y = [K]Gx.y)
» denote by r the x-coordinate of Q: r = Qy

» compute s = k= (h+ rd) mod N

> return (r,s)
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FEITIAN A22 — ECDSA Command - EM Radiations
z,k Q= [k]G(x,y.z)
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FEITIAN A22 — k=' mod N — EM Radiations
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FEITIAN A22 — k=' mod N — EM Radiations
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FEITIAN A22 — k=~ mod N - Iterations Count Distribution

I Observations
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FEITIAN A22 — k—! mod N - Iterations Count Distribution
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Extended Euclidean Algorithm

Input : v, n: two positive infegers with v < nand gecd(v, n) = 1
Output: v—! mod n: the inverse of v modulo n
1+ nv
f07 f'] — O, 1
while r; £ 0 do

q <«
9 — ) 7q
fo,ty < h,lo—q.h
if iy < Othen
8 L fo<To+n

Return: fj

o O h W N —~

~N
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Agenda
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ECDSA Signature Verification Scheme

» Elliptic Curve base point is Gy ), Elliptic Curve order is N

> Inputs: public key P . the input message h = H(m), the signatfure (r, s)
» checkthat P# O

» checkthat P e E

» check that [N]P = O

> Letuy =hs mod N, U, =rs ' mod N

> compute & ) = [U1] Gy + [U2]Prx.y)

» return True iff r = Q mod N

EUCLEAK / T. Roche - NinjalLab 18/ 55



FEITIAN A22 — ECDSA Verif Commmand - EM Radiations
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FEITIAN A22 — ECDSA Verif Commmand - EM Radiations
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FEITIAN A22 — s=! mod N - EM Radiations
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FEITIAN A22 — s=! mod N - EM Radiations
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FEITIAN A22 — s~! mod N - Single Iteration
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FEITIAN A22 — 57! mod N - Single Iteration
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Extended Euclidean Algorithm — Summary

Input : v, n: two positive infegers with v < nand gecd(v, n) = 1
Output: v—! mod n: the inverse of v modulo n
1+ nv
f07 f'] — O, 1
while r; £ 0 do

q <«
9 — ) 7q
fo,ty < h,lo—q.h
if iy < Othen
8 L fo<To+n

Return: fj

o O h W N —~
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A Masked Modular Inversion

m &

7Z/NZ*

k x m mod N
EEA(K', N)

k=" % m mod N

EUCLEAK / T. Roche - NinjalLab
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A Masked Modular Inversion

m & 2/2%7"

K' = kxmmodN
k'=! = EEA(K,N)
k' = K "xmmodN

» Hypothesis: the mask can be brute-forced
(otherwise there is no reason to continue the investigation)
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A Masked Modular Inversion

m &

7)2%7"

k x m mod N
EEA(K', N)

k=" % m mod N

» Hypothesis: the mask can be brute-forced
(otherwise there is no reason to continue the investigation)

» Brute-force the mask:

» For each value m, compute k' = k x M mod N
> Predict the sequence of {/; = len(r)) — len(n)};
» compare {/;} with {£;}; (the observations)

> Keep mif the sequences match well enough
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A Masked Modular Inversion — Brute-Force Results

For the selected masks m .
Pearson Correlation between {¢; = len(ry) — len(n)}; and {¢;};

e Trace 10 .
o Trace 9

o Trace8
o Trace7
.
.

Trace 6
Trace 5
o Trace 4

»

(]

°

L

LRy
° .
.

—04 —02 0.0 0.2 0.4 0.6 0.8 10

Pearson Correlation p

m is always a 32-bit odd integer!
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Let’s sum up

» Timing leakages in ECDSA’s nonce modular invertion.
Extended Euclidean Algorithm

» Nonce is blinded with a 32-bit multiplicative mask.
blinded nonce — nonce — private key
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Agenda

A Key-Recovery Attack
In a Perfect World
A Generic Afttack
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Simple Aftack

From the observation of
k'=1 = EEA(K', N)

Get the leaked information for each iteration:
{L1, Lo, L}

Deduce the list of successive quotients:
{ar.q,---,an}

(e) =11 (5 o) (o)

i=1

And we are done:
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Simple Aftack

From the observation of
k'=1 = EEA(K', N)

Get the leaked information for each iteration:
{£y, Loy -+, Ln}
Deduce the list of successive quotients:
{a1, Q2+, an}

() =115 o) (o)

And we are done:
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A Generic Attack
Ry =N,R =k’ a Up=0,U, =1

111111111111111100001111010100111001001000011001 0

EUCLEAK / T. Roche - NinjaLab 28/ 55



A Generic Attack
Ry =N,R =k’ a Up=0,U, =1

111111111111111100001111010100111001001000011001 0
110110111100110100111110100011111001101101101110

EUCLEAK / T. Roche - NinjaLab 28/ 55



A Generic Attack

Ro=N,R =K q Up=0,U =1
111111111111111100001111010100111001001000011001 >@_)1 0
110110111100110100111110100011111001101101101110

EUCLEAK / T. Roche - NinjaLab 28/ 55



A Generic Attack
Ry =N,R, =K' Up=0,U, =1

111111111111111100001111010100111001001000011001 >@_) 0

110110111100110100111110100011111001101101101110 1
1001000011000111010000110000111111011010101011 (——A—) -1

EUCLEAK / T. Roche - NinjalLab 28/ 55



A Generic Attack
Ry =N,R, =K' Up=0,U, =1
111111111111111100001111010100111001001000011001 0

110110111100110100111110100011111001101101101110 >®
1001000011000111010000110000111111011010101011

EUCLEAK / T. Roche - NinjalLab 28/ 55



A Generic Attack
Ry =N,R, =K' Up=0,U, =1

111111111111111100001111010100111001001000011001 0
110110111100110100111110100011111001101101101110 >®

1001000011000111010000110000111111011010101011 -1
101010001001011001111101111101001101101100 (-—A——) 111

EUCLEAK / T. Roche - NinjalLab 28/ 55



A Generic Attack
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A Generic Attack
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1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101

10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101

10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

11

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

11

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
110110111100110100111110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010

10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

11

1

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
10100101110101111010100011110001110100111100011
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A Generic Attack

Ro=N,R =K

111010100111001001000011001
110100011111001101101101110
1001000011000111010000110000111111011010101011
101010001001011001111101111101001101101100
11111001100111111001011100011101000101111
1010111100011010110010011001100100111101
1001010100001001100110110000011110110101
1101000010001001011101001000110001000
1001010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010
10010110100111011011
1111110100100111
1000001101111100
111100110101011
100111010001

1111011111

1000010011

111001100

1000111

100010

11

1

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
10100101110101111010100011110001110100111100011

28/ 55



A Generic Attack

Ro=N,R =K

11111111111111110000§111010100111001001000011001
11011011110011010011§110100011111001101101101110
1001000011000111040000110000111111011010101011
101010001001041001111101111101001101101100
11111001100£11111001011100011101000101111
1010111100011010110010011001100100111101
10010101¢0001001100110110000011110110101
1101¢00010001001011101001000110001000
1004010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010
10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

100010

11

1

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
10100101110101111010100011110001110100111100011
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A Generic Attack

(Jebelean95)

Ro=N,R =K

11111111111111110000§111010100111001001000011001
11011011110011010011§110100011111001101101101110
1001000011000111040000110000111111011010101011
101010001001041001111101111101001101101100
11111001100£11111001011100011101000101111
1010111100011010110010011001100100111101
10010101¢0001001100110110000011110110101
1101¢00010001001011101001000110001000
1004010110011101100100011000000001101
11101011101011111000110000101111011
1111111000101110010110110100010111
1101100100110000101111010001100100
10010011111101100111100010110011
10000000111100101001100011100101
10011000000111101111111001110
1110110110110101101000010001
100001010001000010110111101
10011000011100100011011010
1110001101011110011100011
100110110000101111110111
100100001010010011110101
10100110011100000010
10010110100111011011

1111110100100111

1000001101111100

111100110101011

100111010001

1111011111

1000010011

111001100

1000111

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0
1
-1
111
-1011100
1100011
-100100010
110000101
-100010111011
101001000000
-1110100111011
10011101111011
-100010010110110
10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
1101011010000101001001
-10000110111101010001011
11110010001101111010100
-1001101011011001000110011
1101011101100111000000111
-10111000101100010100010001110
11000110001001111011010010101
-11110110000000101101001111001011
100001110110001111100101001100000
-1000000100110010101001111000101011
1100101001000010001110011010001100100
-11010010010101010110010000011011110011
100110111011101101000000011101101010111
-1000001001110010111110010100001001001010
110101110010001111011101111100100100010011
-1110011101110010001111010001101010001110000
10100101110101111010100011110001110100111100011
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A Generic Attack

Ro=N,R =K

111111111111111100001111010100111001001000011001
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXKXXXXKXXXXKXXXXKXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXX XXX XXX XXX XXX XXX XXX XXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
POO99:0.0.0.0.0.00009.0.0.00.00000990.09000009999994
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXXX

XXXXXXXXXXXXXXX

XXXXXXXXXXXX

XXXXXXXXXX

XXXXXXXXXX

XXXXXXXXX

XXXXXXX

XXXXXX

XX

X

EUCLEAK / T. Roche - NinjalLab

Up=0U=1

0

X

-X

XXX

-XXXXXXX

XXXXXXX
~XXXXXXXXX

XXXXXXXXX
—XXXXXXXXXXXX

XXXXXXXXXXXX
-XXXXXXXXXXXXX
XXXXXXXXXXXXXX
~XXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXX
“XXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXX
“XXXXXXXXXXXXXXXXXXXX
XXXXXXXXXXXXXXXXXXXXXX
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A Generic Attack
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A Generic Attack
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A Generic Attack
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A Generic Attack

111111111111111100001111010100111001001000011001 0
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1001000011000111010000110000111111011010101011 -1
101010001001011001111101111101001101101100 111
11111001100111111001011100011101000101111 -1011100
1010111100011010110010011001100100111101 1100011
1001010100001001100110110000014 1101, -100100010
110000101
-100010111011
101001000000
11111110001011100101101% -1110100111011
110110010011000010111101! 1001101111011
100100111111011001111C. -100010010110110
10000000111100101001-0001 10111111100001001
-11100001110111111
11000001010110000011
-11011101100101000010
r) 1101011010000101001001
H 1110001101011110011100011 -10000110111101010001011
100110110000101111110111 11110010001101111010100
7) ~U 100100001010010011110101 -1001101011011001000110011
10100110011100000010 1101011101100111000000111
10010110100111011011 -10111000101100010100010001110
1111110100100111 11000110001001111011010010101
. 1000001101111100 -11110110000000101101001111001011
WI‘I‘h 111100110101011 100001110110001111100101001100000
100111010001 -1000000100110010101001111000101011
. . 1111011111 1100101001000010001110011010001100100
the candidate list has exponertial growrthee
p 101" g 19001%011101101000000011101101010111
1000111 -1000001001110010111110010100001001001010
100010 110101110010001111011101111100100100010011
11 -1110011101110010001111010001101010001110000
1 10100101110101111010100011110001110100111100011

EUCLEAK / T. Roche - NinjalLab 28/ 55



Agenda

Full Reverse-Engineering of Infineon EEA
Heuristical Approaches
Summary of The Sensitive Leakage
Full Nonce Recovery
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FEITIAN A22 — s~! mod N — More Timing Leakages
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A Weird Euclidean Division Algorithm

Input : v, n: two positive integers with v < nand ged(v, n) = 1
Output: v—! mod n: the inverse of v modulo n

1,1 <N,V Input 1 a, b: two positive integers
2 1.07 f] « O, ] Output  : g: the quotient of the division of a by b
f r«a
3 while r; 0 do ¢+ len(r) — len(b)
4 g <« qg«0
while ¢ > 0 do
s o, <N, —Qg.n g « sign(r).2*
6 7‘0,7‘1e7‘1,7‘07q.7‘1 r«r—gb
. g«<~ag+g
7 if f; < Othen ¢ « len(r) — len(b)
8 | Toeto+n if r < O then
—1
Return : f; L ged
r<—r+>b
Return He]
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Summary of The Sensitive Leakage

Input : g, b: two positive integers
Output: g: the quotient of the division of a by b

r+a
¢+ len(r) — len(b)
qg<«0
while ¢ > 0 do
g + sign(r).2°
r<r—gb
g«<qg+g
¢+ len(r) — len(b)
9 if r < Othen
10 g« q-1 // q is the quotient
11 r<—r+>b // r is the remainder
Return: g

© N O oA WON =
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Summary of The Sensitive Leakage

Input : g, b: two positive integers
Output: g: the quotient of the division of a by b

1 rea
2

3g+«0

4 while ¢ > 0do

5 g + sign(r).2°
6 r<r—gb

7 | g«qg+g

8

| (<« len(r) —len(b)

9 if r < Othen

10 g« q-1 // q is the quotient

11 r<—r+>b // r is the remainder
Return: g
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Summary of The Sensitive Leakage

1
2
3
4

® N O o

Input : g, b: two positive integers
Output: g: the quotient of the division of a by b

r<—a

qg<«0
while 7 > 0 do
g + sign(r).2"
r<—r—g.b
g« qg+g
0« len(r) — len(b)
if r <Othen
g« q-1
r<r+>b
Return: g

# Loop lIter. leaks
¢ =0leaks

// q is the quotient

// r is the remainder
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Summary of The Sensitive Leakage

1
2
3
4

® N O o

Input : g, b: two positive integers
Output: g: the quotient of the division of a by b

r<—a

qg<«0
while 7 > 0 do
g« 2¢
r<—r—g.b
g« qg+g
0« len(r) — len(b)
if then
g« q-1
r<r+>b
Return: g

# Loop lIter. leaks
¢ =0leaks

// q is the quotient

// r is the remainder
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Let’s sum up

» Timing leakages in ECDSA’s nonce modular invertion.
Extended Euclidean Algorithm

» Nonce is blinded with a 32-bit multiplicative mask.
blinded nonce — nonce — private key
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From Blinded Nonce to ECDSA Private Key

> From k' compute Q) = [K']1Gx,y) = [M][K]Gx.y)
» From the signature (r, s), find the opposite points A = —Bsuch that A, = By =r:
A= [k]G(X,y) orB= [k]G(Xy)

> finally we have [M]A=Qor [M]B=Q
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From Blinded Nonce to ECDSA Private Key

> From k' compute Q) = [K']1Gx,y) = [M][K]Gx.y)
» From the signature (r, s), find the opposite points A = —Bsuch that A, = By =r:

A= [k]G(X,y) orB= [k]G(Xy)

v

finally we have [M]A= Qor [m]B=Q

len(m)

— find m with Pollard’s kangaroo algorithm in O(27z2)
» k=k'/mmodN
d=r""(ks—h) mod N

v
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Agenda

Yubikey 5C
Aquisition Setup
First Side-Channel Traces
Aftack in Practice
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Yubikey 5Ci — EM Acquisitions

credits Yubico
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Yubikey 5Ci — ECDSA Command - EM Radiations
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Yubikey 5Ci — k="' mod N - EM Radiations
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Attack in Practice

> Secret key d is unknown

> Select EEA executions were len(ry) — len(ry) < 5 for the first half of the EEA
— from 200 side-channel traces, 6 are selected

» From all iterations of the 6 side-channel traces, the leakage is extracted.
semi-automated
» The aftack is successful for 5 out of the 6 EEA traces.
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Attack in Practice

> Secret key d is unknown

> Select EEA executions were len(ry) — len(ry) < 5 for the first half of the EEA
— from 200 side-channel traces, 6 are selected

» From all iterations of the 6 side-channel traces, the leakage is extracted.
semi-automated

» The atftack is successful for 5 out of the 6 EEA fraces.

» The pruning step can be avoided with more effort on the learning phase.
» The leakage extraction could be improved in both

» Autormation )
> Robustness =
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Agenda

Impact Analysis
Infineon Security Microcontrollers
Optiga Trust M
Optiga TPM
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Infineon Security Microcontrollers (IC CC Certifications)

armv8-M, 28 nm 1 (i,O)
IFX_CCI.00007Dh
SC300, 40/65 nm 3(16,1)
IFX_CCI_0-0XYh _
16-bit, 65 nm 3 (19,7
IFX_CCI_0-0Xnh _
L . 1
M78XX

r T T T T T T T T T T T T T T T
2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2024

Legend: # IC (# Certification Reports, # Maintenance Reports)

Credits: www.bsi.bund.de, www.sec-certs.org
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Optiga Trust M — Evaluation Kit

(infineon

Al * | Search

Products  Applications

»Home > Products

CY8CEVAL-062S2

Overview
Documents
Order

Design Support

Support

> Evaluation Boards

Q Newsletter Contact WheretoBuy English~ & mylnfineon~ ¥ Cart

Design Support Community About Infineon Careers

06252

The PSoC™ 6252 evaluation kit (CYBCEVAL-062S2) enables you to evaluate and develop applications using the
PSoC™ 62 MCU. The kit features the PSoC™ 62 MCU (CY8C624ABZI-52D44): 150-MHz Arm® Cortex®-M4 and 100-
MHz Arm® Cortex®-M0+ cores, 2MB of Flash, 1MB of SRAM, hardware crypto accelerator, rich analog and digital
peripherals, audio and communication interfaces, and industry-leading capacitive-sensing with CAPSENSE™
technology.

PSoC™ 6252 evaluation kit
(CYSCEVAL-06252)

This kit features an M.2 interface that enables you to connect the supported M.2 radio modules based on AIROC™
Wi-Fi/Bluetooth® combo devices. This feature enables flexible evaluation of the radio module that best suits your
wireless connectivity requirements. With PSoC™ 62 MCU as the Wi-Fi host MCU, and the AIROC™ device enabling
Wi-Fi and Bluetooth® connectivity, you can easily p pe and evaluate loT ications using this
kit. In addition, the kit also features an OPTIGA™ Trust-M security controller for secured cloud device
provisioning.

Kit Features

* PSoC™ 62 MCU (CY8C624ABZI-S2D44)

= M.2interface connector to connect the M.2 radio modulesOPTIGA™ Trust-M security controller Download User

https://github.com/Infineon/optiga-trust-m

https://github.com/Infineon/mtb-example-optiga-crypto
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Optiga Trust M - Side-channel Setup

[
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Optiga Trust M — s~ mod N - Single Iteration
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Infineon Security Microcontrollers (IC CC Certifications)

armv8-M, 28 nm
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Optiga TPM - Evaluation Kit

MOUSER . P—— i
m] ELECTRONICS. Tout Numéro de référence/Mot-clé

Prod - -abricants Services et outils Ressources techniques

Tous les produits > Solutions intégrées > Calcul > HAT/cartes complémentaires Raspberry Pi >
Infineon Technologies TPM9673FW2613RPIEBTOBO1

TPM9673FW2613RPIEBTOBO1

N° Mouser : 726-TPMO673FW2613RPI
infineon ouser

N° de fab. : TPM9B73FW2613RPIEBTOBO1

Fab.: Infineon Technologies

N° client:

N client

Description : HAT/cartes complémentaires Raspberry Pi

Gycle devie: @ Nouveau produit: Nouveau chez ce
Les images sont fournies & tiire fabricant.
"‘"f“la"' Fiche technique: TPM9673FW2613RPIEBTOBO1 Fiche
Voir les caractéristiques du fechnique (PDF)
produit

Plus En savoir plus & propos de Infineon

dinformations Technologies

TPM9673FW2613RPIEBTOBO1

https://github.com/Infineon/optiga-tpm
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Optiga TPM — s~ mod N — EM Radiations
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Infineon Security Microcontrollers (IC CC Certifications)
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Let’s sum up: Attack Steps

Infineon SE
running ECDSA

Chip SCA Bench
Physical Access few mins

Re-Packaging
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EUCLEAK Generate/Store Keys
Key Exch./Wrap.
Signatures

Remote Attacker p

- Sovereign Documents

- Access Control
- Bank Cards

- Bitcoin HW Wallets

|nf|ne0n E - 2FA HW Tokens
o Attacker
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Mitigations
At Infineon Level:
> Increase the size of the multiplicative mask to Elliptic Curve size

» Use a constant time algorithm for inversion
eg. BEEA or ModExp

At Application Level:

> Avoid ECDSA
eg. EADSA or RSA

» Defense in Depth
eg. Activate PIN (or any biometrics) on the device

» Protocol Specific Mitigations
eg. Activate Counter in FIDO
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Avenues Of Research

> Extend this work to RSA (eg. key generation)
» Theoretical Analysis of the EUCLEAK generic aftack

> Improve the attack in practice
eg. single-trace attack or improve EM acquisitions

> Extend the generic aftack to the Binary EEA case.
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Infineon Security Microcontrollers — EC Cryptolibs — AFAWK

Family Affected EC lib Versions New EC lib versions
16-bit, 90 nm 1.1.18, 1.02.008, 1.02.013, None

1.03.006, 2.03.008, 2.07.003
16-bit, 65 nm 2.06.003, 2.07.003, 2.08.007,

3.33.003

SC300, 40/65 nm

2.08.006, v3.02.000, 3.03.003,
3.04.001, v3.33.003, 3.34.000

armv8-M, 28 nm

04.05.007,4.06.002

OptigaTPM

v15.20,v15.21,v15.22,Vv15.23,
v16.10,Vv16.12,v26.10,v17.10,

v17.12,v17.13,v27.10,v27.13
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